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SEP 8 1952 



WWffiMIBJH TOR THE CHIEF OF SUIT 
BUBJ^CT* Cocproriiee of Oodcwordu 

I« On a Hme Routing Slip dated SO August 1952* you asked the following 
Questions » *Boe3 CCftSSC evaluate eoderjord violptione? If not, who does?" 

i 

£« The reply to these questions Is as follows! 

H» Office of OcesOTanicat-lon Security evaluat es cryptographic sap 
tranarlaelon^so ruri ty coapraedeos of CCM2B? codewords* reporting 
to the DSCXB Coordinator. Other typos of codeword cocprordses 
spa hot evaluated by the Office of CoBsamlcatiop Security. In 
All cases* the USC3B Coordinator hoe final do termination of 
whether the reported canprandLee Justifies a^peineesffton of the 
existing codeword. 1 / 

, 1 / 

£» The nur&er of reported codeword cosproedses is indeed slowing, 
i aa»her of recent actions have been designed to i spjfovo the situation. 



tJSClB Directive Re. 6 has been revised to provide fwf more rapid 
reporting oif codejwi^d eanproedoss. j / 

USCI:< IRredtive Up. Ip has been approved toy an effort' to provide 
added protection for CCKEfT information (too protection of which 
is sore toptortant; then toe protection of the CCHXKf codeword). 

AFSAG 1230 is beijnc reissued to strsn&thejli procedures for 
reporting of ceypiogriphic or tranenisaicfn cenproeises of code* 
voids. '! i I i 



d. the Office of Coraunication Security has prepared a letter to the 
Service cryptologic agencies designed to set forth in a body 
SC*» broad prlnciW.es of C0F3EC for application to COMINT coo- 
mmicaUons. ' : t* 

j j . {{ 

tu A* indicated inf pexsgygph ),t. above* a realistic Approach to toe 

problem of COtfDiT security would be to co everything possible to insure toe 



problem of COMDiT security would be te go everything possible to insure toe 
security of COKIST tofojtmtion# This docs not nocesarily extend to the 
protection of the e^dew'ard .ppr §o. j ^ 

5* In many cases' of!, reported codeword *ccwpr«disj* nothing has been 
conproaised except th^. codeword in isolation; in sons cisws* the meaning 
or use of tee word would not be derivable even by inference. 
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SOB JJSCTi Co ap r u e a lpo of Codewords 



6. For soma tirao, it has appeared to aor as people around AFSA that 
we have had a ease of the tall waggling the dog In the relationship of 
the codeword to the material It Is supposed to protect* Mach thought 
has therefore hem given from tine to time to developing a means of 
making the codeword the se r va n t rather than the master. One of the re** 
salts, as you may recall, was the recent rc cc onMadatlon 'bar this Division 
that codewords be retained for a fined period of time, regardless of 
codeword, "compromises” which would inevitably occur during that time* 

The USC1B Coordinator at first agreed, in principle, with this recont- 
me aflat lon, hut suggested a review of the subject to determine **•««• the 
best unchanging procedure which might or might not be a codeword,” On 
1 August, a reply to this suggestion was prepared, stating that con** 

Si Aeration had been given bo the use of symbols, color codes, phrases, 
and other possible replacements for codewords* but that no satisfactory 
replaccnent was found. However, your discussion with Admiral Wenger re- 
vealed that the Admiral felt ”*•* we atwuld not loosen up our security 
any further,” and that If the reason for dropping changes in codewords 
is to soXyo the printing problem, that can be calved ty other means, 

7* She reconneadatlon concerning the retention of codewords for 
a fixed time was not intended primarily to Effect savings «t the expense 
of security. Bather* it was a recognition of the fact that codewords 
have been continued in use for some tine after they have been "oaapronised", 
without any apparent ccoprart&ee of the materials designated by the code- 
word, The Chiefs of the Offices of OonpMole&tim Security and Operations 
concurred in this reooornendation, but because Afedrel Wenger *b views on 
possible security risks are respected, the proposal has been withdrawn. 



taAVlS X* HHfHEHINGTON 
Colonel, DSAP 

Chief, Plena and Policy Division 
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